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S/No. Role Description of Role Administration Task Functions Access User Account Access

Standard Role Product Assignment

1 User (Enquiry Only) View account summary/statement and transactions User - Admin 

User - Portlets

All the 00

All the 02 (Exclude payroll)

+ 50 Conventional + 50 Islamic

All Products exclude Payroll

2 User (Enquiry + Create 

Transactions)

Create all types of transactions (except payroll) and 

view account details.

User - Admin 

User - Portlets

All the 00 

All the 01 (Exclude payroll)

+ 50 Conventional + 50 Islamic + 50 Beneficiary Advice

DuitNow Request

DuitNow Request with AutoDebit Registration

DuitNow Autodebit Registration

Telegraphic Transfer

Bulk Telegraphic Transfer

Bulk Upload Telegraphic Transfer

Manage Batch

Bulk Payment XML

Bulk Payment UFF

All Products exclude Payroll

3 Payroll User Create payroll transactions , upload payroll files and 

view payroll details.

User - Admin 

User - Portlets

(01 Bulk Payroll EMPL – Create + 01 Bulk Payroll EMPL 

– Upload) 4 And

(33 Payroll Amount Access + 33 Payroll Details Access)

+ 50 Conventional + 50 Islamic + 50 Beneficiary Advice

Only Payroll Employee Products

4 Payroll Signatory1 Create/approve payroll transactions with both 

payroll amount and details access 

User - Admin 

User - Portlets

01 Bulk Payroll EMPL – Approve4 And

(33 Payroll Amount Access + 33 Payroll Details Access)

+ 50 Conventional + 50 Islamic + 50 Beneficiary Advice

Only Payroll Employee Products

Access Payroll Details Only : 

• View beneficiary details and total amount 

• Cannot view individual record's amount

• Cannot view highest amount 

User - Admin 

User - Portlets

01 Bulk Payroll EMPL – Approve4 And

33 Payroll Details Access

+ 50 Conventional + 50 Islamic + 50 Beneficiary Advice

Access Payroll Amount Only : 

• View total amount and highest amount

• Cannot view individual record's amount

• Cannot view beneficiary details

User - Admin 

User - Portlets

01 Bulk Payroll EMPL – Approve4 And

33 Payroll Amount Access

+ 50 Conventional + 50 Islamic + 50 Beneficiary Advice

Note: 
1 Payroll Signatory Group & Authorisation limits can only be setup by the bank. 
2 Administrative setup control - Dual/Single control can only be setup by the bank. Maker/Checker process for Pre-Approved Payee maintenance is only applicable if dual control is setup.   
3 Transaction approval setting can only be setup by the bank.
4 Bulk Payroll EMPL roles include additional payment mode (IBG). Refer to Summary of Role Description for the list of products in each role. 

Note: Payroll User and Payroll Signatory who are assigned “02 Bulk Payment/Collection – View” roles, they can create/approve bulk payment/collection transaction too. 
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S/No. Role Description of Role Administration Task Functions Access User Account Access

Standard Role Product Assignment

Optional Role : Optional functions access to assign in addition to user’s standard role

Base on User’s Standard Role and 

Product Assignment

5 Create/Approve Pre-Approved 

Payee2

Create/maintain & approve Pre-approved Payee 

setups in Manage Payer/Payee

N.A. 50 PAB Create

50 PAB Approve

PAB Maker

PAB Authorizer

6 Verifier3 Verify transactions inputted by Maker

before approval.

N.A. 50 Verify

DuitNow Request Verifier

DuitNow Request Bundled Verifier

DuitNow Autodebit Registration Verifier

Telegraphic Transfer Verifier

Bulk Telegraphic Transfer Verifier

Bulk Upload Telegraphic Transfer Verifier

Manage Batch

7 Sender3 Release fully authorised transactions to the Bank 

after authoriser approval.

N.A. 50 Sender

DuitNow Request Sender

DuitNow Request Bundled Sender

DuitNow Autodebit Registration Sender

Telegraphic Transfer Sender

Bulk Telegraphic Transfer Sender

Bulk Upload Telegraphic Transfer Sender

Manage Batch

Note: 
1 Payroll Signatory Group & Authorisation limits can only be setup by the bank. 
2 Administrative setup control - Dual/Single control can only be setup by the bank. Maker/Checker process for Pre-Approved Payee maintenance is only applicable if dual control is setup.   
3 Transaction approval setting can only be setup by the bank.
4 Bulk Payroll EMPL roles include additional payment mode (IBG). Refer to Summary of Role Description for the list of products in each role. 

Note: Payroll User and Payroll Signatory who are assigned “02 Bulk Payment/Collection – View” roles, they can create/approve bulk payment/collection transaction too. 
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Role Type Role Name Description

Administration Task User - Admin Allow User to manage own profile and maintain data maintenance (e.g. counterparty/Beneficiary/bank/phases etc)

Administration Task User - Portlets Allow User to access landing page dashboard and portlets

Administration Task Audit Queries Allow User to access audit queries

Administration Task User – Alert Maintenance Allow User to manage notifications

Administration Task User - Customer Admin1 Allow Company Administrator to create and maintain user profile/accounts and reset password

Administration Task User - CA - User Profile1 Allow Company Administrator to create and maintain user profile only

Administration Task User - CA - User Account1 Allow Company Administrator to create and maintain user account only

Administration Task User - CA -User Authentication1 Allow Company Administrator to reset user password only

Administration Task User – GV participant Access1 Allow User to access Global View as a participating country

Administration Task User – GV Primary Access1 Allow User to access Global View as a primary country

Function Access 00 All Account Services Allow User to access

• Account Overview and Activities (Further control by user account access)

• Advices and Notifications

• Download Reports & Advices

• Enquire Cheque Status 

• Trade Bill Summary 

Function Access 01 All Cash - Transact Allow User to view and transact the following product

• Transfer to UOB account

• Interbank GIRO

• DuitNow

• RENTAS

• Cheque Services

• Bill Payment (JomPAY) / Place Fixed Deposit 

• Send Files to UOB

Function Access 01 All Trade - Transact Allow User to view and transact the following product

• Banker Guarantee/Shipping Guarantee

• Import Letter of Credit/Import Collection 

• Export Collection

• Trade Financing 

Note : 1 Roles are assignable by Bank Only
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Role Type Role Name Description

Function Access 01 All Bulk Paymt – Create

01 All Bulk Paymt NG - Create

Allow User to create the following bulk payment manually

• Transfer to Local Account (IAFT/IBG/RENTAS/DuitNow) 

Function Access 01 All Bulk Paymt – Upload

01 All Bulk Paymt NG - Upload

Allow User to upload the following bulk payment file

• Transfer to Local Account (IAFT/IBG/RENTAS/DuitNow) 

Note: For files with “Upload Failed” status without account being mapped, it can be accessed by any users with upload bulk file access. Suggest 

to delete “Upload Failed” files to avoid users downloadning files not belong to their account access.  

Function Access 02 All Bulk Payment – View

02 All Bulk Payment NG – View

Allow User to View the following bulk payment transaction 

• Transfer to Local Account (IAFT/IBG/RENTAS/DuitNow) 

Function Access 01 Bulk Payroll EMPL - Approve Allow User to create and approve the following bulk payroll (Employee) transaction

• Transfer to Local Account (IAFT/IBG/DuitNow) 

• Allow EPF/SOCSO payment

Function Access 01 Bulk Payroll EMPL - Create Allow User to create the following bulk payroll (Employee) transaction manually

• Transfer to Local Account (IAFT/IBG/DuitNow) 

• Allow EPF/SOCSO payment

Function Access 01 Bulk Payroll EMPL - Upload Allow User to upload the following bulk payroll (Employee) file 

• Transfer to Local Account (IAFT/IBG/DuitNow) 

• Allow EPF/SOCSO payment

Function Access 02 Bulk Payroll EMPL - View Allow User to View the following bulk payroll (Employee) transaction 

• Transfer to Local Account (IAFT/IBG/DuitNow) 

Function Access 01 Bulk Payroll EXEC - Approve Allow User to create and approve the following bulk payroll (Executive) transaction

• Transfer to Local Account (IAFT/IBG/DuitNow) 

Function Access 01 Bulk Payroll EXEC - Create Allow User to create the following bulk payroll (Executive) transaction manually

• Transfer to Local Account (IAFT/IBG/DuitNow) 

Function Access 01 Bulk Payroll EXEC - Upload Allow User to upload the following bulk payroll (Executive) file

• Transfer to Local Account (IAFT/IBG/DuitNow)  

Function Access 02 Bulk Payroll EXEC - View Allow User to View the following bulk payroll (Executive) transaction 

• Transfer to Local Account (IAFT/IBG/DuitNow) 
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Role Type Role Name Description

Function Access 02 All Cash - View Allow User to View the following product

• Transfer to UOB account

• Interbank GIRO

• DuitNow

• RENTAS

• Cheque Services

• Bill Payment (JomPAY) / Place Fixed Deposit 

Function Access 02 All Trade - View Allow User to View the following product

• Banker Guarantee/Shipping Guarantee

• Import Letter of Credit/Import Collection 

• Export Collection

• Trade Financing 

Function Access 01 Bulk Collection - Create Allow User to create the following bulk collection manually 

Function Access 01 Bulk Collection - Upload Allow User to upload the following bulk collection file

Allow VAN account creation

Function Access 02 Bulk Collection - View Allow User to View the following bulk collection manually 

Function Access 33 Payroll Amount Access Allow User to view payroll transaction amount

Function Access 33 Payroll Details Access Allow User to view payroll transaction details

Function Access 50 Beneficiary Advice Allow User to access beneficiary advice online

Function Access 50 Conventional Allow customer to create/view/transact by using Conventional Account

Function Access 50 Islamic Allow customer to create/view/transact by using Islamic Account

Function Access 50 External Account Allow User to access external account summary and statement

Function Access 50 PAB – Approve

PAB Authorizer

Allow User to approve Pre-Approved Beneficiary setup

Function Access 50 PAB – Create

PAB Maker

Allow User to create Pre-Approved Beneficiary setup

Function Access 50 Proxy Signatory1 Allow User to be Proxy Authorizer 

Function Access 50 Send2 Allow User to release transaction to bank for processing

Function Access 50 Verify2 Allow User to verify transaction before its submitting to Signatory for approval

Note : 
1 Assignable only by bank. 
2 Applicable only if Company had selected Send/Verify option in their approval setup. 

For controlling specific product access, please assign roles with specific product name with either “View” or “Transact” access. (e.g. Role “21 G3 – Transact” allows User to create DuitNow).    
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Role Type Role Name Description

Function Access 31 Bulk Payroll XML Employee Able to access XML payroll Employee file format

Function Access 31 Bulk Payroll XML Executive Able to access XML payroll Executive file format

Function Access 31 Bulk Paymt XML Able to access XML payment file format 

Function Access 31 Bulk Payment XML Interop Able to access XML payment interop file format 

Function Access 31 Bulk Payroll XML Interop Able to access XML payroll interop file format 

Function Access 31 Bulk Payroll UFF Employee Able to access UFF payroll Employee file format

Function Access 31 Bulk Payroll UFF Executive Able to access UFF payroll Executive file format

Function Access 31 Bulk Paymt UFF Able to access UFF payment file format 

Function Access 31 Bulk Payment UFF Interop Able to access UFF payment interop file format 

Function Access 31 Bulk Payroll UFF Interop Able to access UFF payroll interop file format 

Note : 
1 Assignable only by bank. 
2 Applicable only if Company had selected Send/Verify option in their approval setup. 

For controlling specific product access, please assign roles with specific product name with either “View” or “Transact” access. (e.g. Role “21 G3 – Transact” allows User to create DuitNow).    
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Role Type Role Name Description

Function Access DuitNow Request (Buyer) a. DuitNow Request

Allow User to submit and/ or approve Incoming DuitNow Request transaction initiated by Merchants

• Transfer to Merchant

b. DuitNow Online Banking Wallet (DOBW)

Allow User to submit and/ or approve Incoming DuitNow Request transaction (DOBW)

Function Access DuitNow Request (Merchant) Allow User to submit DuitNow Request transaction to buyer

• DuitNow request to Buyer

Function Access DuitNow Request with AutoDebit Registration 

(Buyer)

(DuitNow Request Bundled)

Allow User to submit and/ or approve Incoming DuitNow Request and AutoDebit Registrations transaction initiated 

by Merchants

• Transfer to Merchant

• Provide One Time Consent for periodic DuitNow AutoDebit

Function Access DuitNow Request with AutoDebit Registration 

(Merchant)

(DuitNow Request Bundled)

Allow User to submit DuitNow Request and AutoDebit Registrations transaction to buyer

• DuitNow request to Buyer

• One Time Consent for periodic DuitNow AutoDebit to buyer

Function Access DuitNow AutoDebit Registration (Buyer) Allow User to submit and/ or approve Incoming DuitNow AutoDebit Registrations transaction initiated by merchants

• Provide One Time Consent for periodic DuitNow AutoDebit

Function Access DuitNow AutoDebit Registration (Merchant) Allow User to create and/ or approve Outgoing DuitNow AutoDebit Registrations transaction to merchants

• Request of One Time Consent to Merchant for periodic DuitNow AutoDebit

Function Access DuitNow AutoDebit for merchant Allow user to create and/ or approve Outgoing DuitNow AutoDebit

Note : 
1 Assignable only by bank. 
2 Applicable only if Company had selected Send/Verify option in their approval setup. 

For controlling specific product access, please assign roles with specific product name with either “View” or “Transact” access. (e.g. Role “21 G3 – Transact” allows User to create DuitNow).    



58

Role Type Role Name Description

Function Access Telegraphic Transfer Enquirer

Bulk Telegraphic Transfer Enquirer

Bulk Upload Telegraphic Transfer Enquirer

Allow User to view the following product

• Telegraphic Transfer

• Bulk Manual Telegraphic Transfer

• Bulk Upload Telegraphic Transfer

Function Access Telegraphic Transfer Maker

Bulk Telegraphic Transfer Maker

Bulk Upload Telegraphic Transfer Maker

Bulk Payment UFF

Bulk Payment XML

Bulk Payment UFF Interop

Bulk Payment XML Interop

Allow User to view and transact the following product

• Telegraphic Transfer

• Bulk Manual Telegraphic Transfer

• Bulk Upload Telegraphic Transfer

• XML/UFF file format

Function Access Telegraphic Transfer Authoriser 1

Bulk Telegraphic Transfer Authoriser 1

Bulk Upload Telegraphic Transfer Authoriser 1

Bulk Payment UFF

Bulk Payment XML

Bulk Payment UFF Interop

Bulk Payment XML Interop

Allow User to authorise the following product

• Telegraphic Transfer

• Bulk Manual Telegraphic Transfer

• Bulk Upload Telegraphic Transfer

• XML/UFF file format

Function Access Telegraphic Transfer Verifier

Bulk Telegraphic Transfer Verifier

Bulk Upload Telegraphic Transfer Verifier

Allow User to verify transaction before submitting to Signatory for approval

• Telegraphic Transfer

• Bulk Manual Telegraphic Transfer

• Bulk Upload Telegraphic Transfer

Function Access Telegraphic Transfer Sender

Bulk Telegraphic Transfer Sender

Bulk Upload Telegraphic Transfer Sender

Allow User to release transaction to bank for processing

• Telegraphic Transfer

• Bulk Manual Telegraphic Transfer

• Bulk Upload Telegraphic Transfer

Note : 
1 Assignable only by bank. 
2 Applicable only if Company had selected Send/Verify option in their approval setup. 

For controlling specific product access, please assign roles with specific product name with either “View” or “Transact” access. (e.g. Role “21 G3 – Transact” allows User to create DuitNow).    
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To create a PAP, below two function accesses are required 
• 50 PAB – Create & PAB Maker
• 50 PAB – Approve & PAB Authorizer

1

Pre-Approved Payee v.s. Normal Payee
• Pre-Approved Payee : Payee details are 

created/maintained/Approved by selective users only. This is to 
ensure payment are made to the payees pre-defined and other users 
are unable to amend it.

• Normal Payee : All users are able to create/maintain normal payee. 
Payee details can be amended by any users anytime. 

2

Step 1
From Top Menu bar, hover over “Admin” and select “Manage User
Profiles” under “User Management” column.

Step 2
1. Filter specific user by entering either its user ID and select “Edit”

under Action icon.

2. Under Company & Functions to Access section, assign below role to
user.

• 50 PAB – Create & PAB Maker
– Assign to user who are able to create PAP

• 50 PAB – Approve & PAB Authorizer
– Assign to user who are able to create/approve PAP

3. Click button to proceed to submit the changes for approval.

Noted: Ensure your company opt for “Dual Control” under Company
Administrator Approval Control setup. If Single Control is being setup,
user who assign either “50 PAB – Create/PAB Maker” or “ 50 PAB –
Approve/PAB Authorizer” will be able to create PAP successfully without
Approval.



Step 1
From Top Menu bar, hover over “Admin” and select “Manage User
Account Access” under “User Management” column.

Step 2
1. Filter specific user by entering either its user ID and select “Edit”

under Action icon.

2. Under each of the account link to user, select Yes under “Limit
transactions to Pre-approved payee”. User will only be able to
select payee from PAP lists from transaction initiate screens.

3. Click button to proceed to submit the changes for approval.

60

To restrict user only make payment to PAP, user account 
has to be setup with “Limit transactions to Pre-approved 
payee = Yes”.

1

2

2

When limit transactions to PAP is setup as YES  
• User can select payee/beneficiary from list of PAPs.  
• User cannot input/modify payee/beneficiary details on 

transaction creation screen. 
• User cannot select normal payee/beneficiary from payee list. 

3



You can create details of Pre-Approved
payees/beneficiaries Under Manage Payers/Payees

61

2

To create a PAP , Pre-approved Payee checkbox has 
to be selected upon payee creation

3

1

Step 1
From top menu bar, hover over “Admin” and select
“Manage Payers/Payees” under “User Management”
column.

Step 2
1. Filter specific user by entering either its user ID and

select “Edit” under Action icon.

2. Under other details section, tick “Pre-approved Payee”
checkbox to setup this payee as a PAP. When checkbox
is selected, threshold currency and amount is required
to be filled up. This is to control the maximum
transaction amount is allowed to pay to this PAP.

3. Click button to proceed to submit the
changes for approval.
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For company who would like to segregate Employee and 
Executive Payroll, Company Administrator is able to control 
via Manage User Profile and User Account 

3

1

2

Step 1
From Top Menu bar, hover over “Admin” and select “Manage User
Profiles” under “User Management” column.

Step 2
1. Filter specific user by entering either its user ID and select “Edit”

under Action icon.

2. Under Company & Functions to Access section, assign below role to
Payroll users who can access payroll transactions for executives

- Payroll User : 

- 01 Bulk Payroll EXEC – Create*

- 01 Bulk Payroll EXEC – Upload*

- 33 Payroll Amount Access

- 33 Payroll Details Access

- Payroll Signatory: 

- 01 Bulk Payroll EXEC – Approve*

- 33 Payroll Amount Access (If he can access payroll amount)

- 33 Payroll Details Access (If he can access beneficiary details)

3. Click               button to proceed to submit the changes for approval. 

Noted: Ensure Payroll users who can access payroll transactions for
employees are assigned with Bulk Payroll EMPL Roles only.

*Bulk Payroll EMPL roles include additional payment mode (IBG). Refer to
Summary of Role Description for the list of products in each role.



1

2

3
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Step 1
From Top Menu bar, hover over “Admin” and select “Manage User
Account Access” under “User Management” column.

Step 2
1. Filter specific user by entering either its user ID and select “Edit”

under Action icon.

2. Under Transaction Section of each of account linked, select Payroll
Executive transactions for Payroll users who can access payroll
transactions for executives.

3. Click                button to proceed to submit the changes for approval. 

Noted: Ensure Payroll users who can access payroll transactions for
employees are assigned with Payroll Employee Transactions only.
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